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Managed Services Component:
Vulnerability Management – Tenable.io

Critical software vulnerabilities are
increasing year-on-year at an alarming
pace.

Adversaries are becoming smarter about their
timing, more sophisticated in their
deployment, causing maximum damage.
More use of elastic assets like virtual
machines and cloud-based systems (and the
technologies behind them) means attack
surfaces are experiencing a similar boom:
more targets. More vulnerabilities.
More risk.
Risk that you need to control in a way
that’s reliable and effective, driven by
intelligence and expertise – and without the
burden of managing the
complex systems needed to deliver that
control.
Adarma can help.

Adarma’s Vulnerability
Management Service
Adarma’s Vulnerability Management Service
Adarma was founded to make the world a
safer place to do business, and our managed
service products are designed to assure our
customers of the best possible cyber
defence.
We offer an unprecedented level of
partnership and transparency.
Our analysts are cyber security professionals
with combined decades of experience in SOC
management and operations. Our SOAR
capabilities make us fast and efficient in
incident correlation and triage, IOC
enrichment, and reporting.
Our threat intelligence platform keeps
customers informed of threats to their security
landscape as they emerge and trend - and
our analysts alert to detect them.
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Adarma and Tenable.io
Our Vulnerability Management (VM) service is
supported by these capabilities.
Adarma uses Tenable.io, a cloud-based,
flexible, modular VM platform to assist in
accurately and efficiently identifying the
vulnerabilities in your infrastructure.
We chose it because of its lightweight client,
speed of operation, and powerful integrated
intelligence and threat/risk assessment
capabilities. Each of your assets is tracked by
attribute, so when a change to any of them
occurs it’s identified, prioritised, and
monitored – as it happens.
Combining our analysts’ expertise
with Tenable.io’s best features,
we provide you with clear, concise
recommendations on prioritising remediation
tasks based on a range of global intelligence
sources.
Our service identifies, contextualises, tracks
and prioritises vulnerabilities in your IT
estate to give you the confidence to make the
decisions that keep your risks under control.

Tenable.io Key Features
Intelligence: Tenable.io has 32% greater
vulnerability coverage than competitors.
Vulnerability Prioritisation: ML predictive
prioritisation reduces vulnerabilities requiring
immediate attention by up to 97% - keeping
analyst expertise focussed where it matters.
Speed/Footprint: Once deployed,
Tenable.io’s SaaS cloud-based
solution performs initial assessments
in less than five minutes with minimal burden
on hardware.
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Informed by best practice frameworks (such
as DISA Security Technical Implementation
Guides and CIS benchmarks), over 150 data
sources are used with a unique Machine
Learning (ML) algorithm to prioritise
vulnerabilities based on the probability they’ll
be used to attack your organisation.
With multiple approach scanning via Nessus
Scanners and Nessus Agents, each asset in
your infrastructure is tracked, however they’re
deployed. When changes to their
attributes occur they’re immediately noted
and tracked.

About Adarma
We’re one of the largest independent
security services companies in the UK. As a
business formed and run by experienced
senior security leaders, we know security
and how to deliver real value in the real
world. This is why our clients are successful
FTSE 350 organisations from all industry
sectors.
Adarma delivers innovative tailored
solutions for some of the world’s biggest
companies. Our teams are a diverse group
of technical experts and consultants, all with
the same objective and united by the same
goal: to help our clients prepare for attack
and stand side-by-side with them when it
happens.
Helping make the world a safer place.

Contact us to discuss your Managed Service or VM requirements
enquiries@adarma.com

www.adarma.com
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